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FELINUXH Z0K X 28 35 352 R T8 DA 22 I system ethO,
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root@centos6:/etc Fsysconﬁg!n etwork-scripts

XHF) 4R EFNV) #/% (5) 2R FHEH

[ root@centosé network-scripts]# pwd
fetcfsyscﬂnfigfnetwork—scripts
[ rootficentosé network-scripts]# cat ifcfg-system_ethd
TYPE=Ethernet
BOOTPROTO=none
\IPADDR=192. 168, 31. 211
PREFIX=24
GATEWAY=152. 168. 31. 1
DNS1=152, 168.31. 1
DEFROUTE=yes
IPV4_FAILURE_FATAL=yes
IPVEINIT=no
NAME=" system ethQ”
UUID=31358344-702b-4b50-9%2a-524cd3d57a34
ONBOOT=yes
[ root@centosé network-scripts]# |}

B IELE DI MR MY WA imae Ml MR AW R Iy b AR MW A B | AN mERE

[ root@centoss -] 8§ plng baidu, com
PING baidu, com {39. 156,89, 79) 56(84) bytes of data
64 bytes from 35 156.69,79: icmp_seg=1 ttl=50 time=39.3 ms
64 bytes from 38, 156,69, 79: icmp_seg=2 ttl=50 time=40.6 ms
64 bytes from 35 156,69, 79: icmp_seg=3 tt1=50 time=32. 7 ms
64 bytes from 3% 156.68,79: icmp_seg=4 ttl=50 time=37.3 ms
£ ¢

- baidu. com ping statistics ---
4 packets transmitted. 4 received, 0¥ packet loss, time 3236ms
rtt min/avg/max/mdev = 37, 327/38. 006/40. 652/1. 201 ms
[ rootficentosé ~14 |}

root@centos6:~

XHF) @R FFV) ®/F (5) SR HEH)

[ root@centosé ~1# ifconfig
etho Link encap: Ethernet Hwaddr 00:0C: 2%: 76: 7F: D2

inet6 addr: fe80::20c: 20ff: fe?6: 7fd2/64 Scope: Link

UP BROADCAST RUNNING MULTICAST MTU: 1500 Metric:1

RX packets: 2866415 errors: 0 dropped 0 overruns: 0 frame: 0
TX packets: 220 errors: (0 dropped: 0 overruns:0 carrier: 0
collisions: 0 txqueuelen: 1000

RX bytes: 917121942 (374.6 MiB) TX bytes: 34021 (33.2 KiB)

lo Link encap: Local Loopback
inet addr: 127, 0.0.1 Mask:255.0,.0,0
inets addr: ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU: 65536 Metric:1
RX packets: 10 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 10 errors: 0 dropped: 0 overruns: 0 carrier: 0
collisions: 0 txqueuelen: 0
RX bytes: 584 (584.0 b} TX bytes: 584 (584.0 b

[ root@centosé ~1# |

.

inet addr: 192, 168. 31,211 Bcast: 192, 168. 31, 255 Mask: 255. 255, 255. 0

A
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¢ ifconfig

- #ifconfig [#O4] INERMEEOMEERE R
. #ifconfig <E4> <up/down> RS IR A 284 0
- #ifconfig <#:M4> ipHhlik netmask TR //ELE W& OIPHuE

wiw@CMO00:~
SCF) #mER(E) TEHOV) HE (5) ZHER(T)  HENHD

[ wlwi2CMOO ~1F ifconfig
etho Link encap: Ethernet Hwaddr 00: 0C 25: 76 7F: D2
inet addr: 192, 168. 26. 3 Bcast: 192, 168, 26. 255 Mask: 255, 265, 255. 0
inets addr: fes(:: 20c: 28ff: fe76: Tfd2/64 Scope: Link
UP BROADCAST RUNNING MULTICAST MTU: 1500 Metric:1
RX packets: 247 errors: 0 dropped: 0 overruns: 0 frame:
TX packets: 44 errors: 0 dropped: 0 overruns: 0 carrier:(
collisions: 0 txgueuelen: 1000
RX bytes: 17637 (17.2 KiB) TX bytes 3108 (3.0 KiBJ

lo Link encap: Local Loopback
inet addr: 127.0.0.1 Mask 255, 0.0.0
inets addr: ::1/1285 Scope: Host
UP LOOPBACK RUNNING MTU: 65536 Metric1
RX packets: 3 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: & errors: 0 dropped: 0 overruns: 0 carrier: 0
collisions: 0 txgueuelen: O
RX bytes: 480 (480.0 b) TX bytes: 450 (480.0 b)




~sH

a
L
%4

= FH B P 28 R 55 i < CentOS

-

¢ ping
« ping IPHibE/ENZ HEIIIPERE
 ping -c n IPHIE/FENZ 1148 BB EInNNE G BTERAE

PING www. a. shifen. com (14. 215 177.38) 56(84) bytes of data.

|[wlw@CHm3*d$ ping www. baidu. com

54 bytes from 14. 215 177.38: icmp_seg=l ttl=128 time=26. 4 ms
54 bytes from 14. 215 177.38: icmp_segZz ttl=128 time=37.E& ms
64 bytes from 14. 215, 177. 38 icmp_seg=3 ttl=12Z8 time=25.1 ms
64 bytes from 14. 215 177. 358 1cmp_seg=4 ttl=128 time=25.5 ms
64 bytes from 14. 215 177. 38 1icmp_seg=5 ttl=128 time=5Z.3 ms
“C

--- www. a. shifen. com ping statistics ---

5 packets transmitted. 5 received. 0% packet loss, time 47E1ms
rtt min/avg/max/mdev = 25, 125/33. 742/52, 375/10. 376 ms

[ wlw@CMOO ~]1% ping 152, 168. 26, 2

PING 192, 162, 26. 2 (1592, 168, 26, 22 B5(84» bytes of data.

54 bytes from 192, 153, 26. 2: icmp_seg=1 ttl=1Z8 time=0. 422 ms
54 bytes from 192, 168, 26. 2: icmp_seqg=2 ttl=128 time=0. 504 ms
54 bytes from 192, 162, 26. 2: icmp_seqg=2 ttl=12Z8 time=0. 253 ms
i o

--- 152, 168. 25. 2 ping statistics ---

2 packets transmitted. = receiwved, 0% packet loss,
rtt mindsavg/maxsmdev = 0, 29270, 51070, 30470, 215 ms
[ wlwdCMOO ~]1% ping 192, 158. 26, 4

PING 1592, 168, 265. 4 (152, 168, 265, 42 55(84» bytes of data.
From 192, 163. 26. 3 icmp_seqg=2 Destimation Host Unreachable
From 152, 153. 25. 3 icmp_seqg=3 Destimation Host Unreachable
From 152, 1658. 26. 3 icmp_seqg=:4 Destinmation Host Unreachable
“C

--- 152,168, 25. 4 ping statistics ---

5 packets transmitted. © received., +3 errors,
pipe =

time Z7TEEmS

100% packet loss. time 4759ms
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¢ route

“#route B~ R

#route add -net MZ&Hill netmask FM#EIS dev Wi 4 /1E N5 H
#route del -net MZEHhibl netmask FMH#ERY 117 B& B% Ho

#route add default gw PKIPHilE dev ME#&4EZ G IIERIAM G
#route del default gw M RIPHLHE dev W-Rix&4  [IHIERERIAMSE

#:

e #route
e #route add -net 192.168.0.0 netmask 255.255.255.0 dev eth0

e #route del -net 192.168.0.0 netmask 255.255.255.0
* #route add default gw 192.168.0.1 dev eth0

Bil: B ZETR SR B R B

[ wlw@CMOO ~1% route

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface

182, 168, 26. 0 ¥ 200 2508 255, 0 U i 0 0 ethd
default localhost 0,0,0,0 UG 0 0 0 ethd
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FHifconfig®
FethORIIPA:
192.168. 26. 3

3] wlw@cMmoo:~
iF) SEE BEV) BE(S) SR FH)

[ wludCH0 1§ ifconfig
etho Link encap: Ethernet Hiaddr 00:0C:28: 76: 7F. 02

inet addr: 192, 168.26.3 Beast: 192, 168, 26,255 Mask: 255, 255, 255, 0

inet6 addr: feB0::20c 29Ff: fe76: 7fd2/64 Scope: Link
UP BROADCAST RUNNING MULTICAST MTU: 1300 Metric:l
RX packets: 247 errors:0 dropped: 0 overruns: 0 frame:
TX packets: 44 errors: 0 dropped: 0 overruns: 0 carrier. 0
collisions: 0 txqueuelen: 1000

RX bytes: 17637 (17.2 KiB) TX bytes: 3108 (3.0 KiB)

lo Link encap: Local Loopback
inet addr:127.0.0.1 Mask 255.0.0.0
ineté addr ::1/128 Scope: Host
UP LOOPBACK RUNNING MTU: 68536 Metric:1
RX packets:& errors:( dropped: 0 overruns:0 frame: 0
TX packets: 8 errors: 0 dropped: 0 overruns:) carrier: ()
collisions: 0 txqueuelen: 0
RX bytes: 480 (430.0 b) TX bytes: 480 (480.0 b)
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= BEZ M eth0 M = ) AC B X 4 /etc/sysconfig/network-
scripts/ifcfg-system_eth0}75 EIP.

MR sEE) BEFN) HE (S) @R FEH)

TYPE=Ethernet]] #2557
DEFROUTE=yes
IPV4_FAILURE_FATAL=yes
IPVSINIT=no
NAME="system eth0”
UUID=31358344-702b-4b50-892a- 524 cd3d57a34

ONBOOT=yes : > | BLE yesHl RS E 0T 25482 R 5 A 24
BOOTPROTO=stat1c > | L& HvstaticRI LAFEZS 77 EREUP

TPADDR=192. 168. 26. 3 —> | mEwIP

GATEWAY=192, 168, 26. 2 B X

DNS1=197, 168, 25, 2 DNS 5 W &R #f — 2 Bl ]

PREFIX=24 . _ E
LAST_CONNECT=1551514782 IPid & 7547 [none|static|bootp|dhcp] i

CEP 5 AP | #HS 2 EIP |
BOOTP#ri¥ | DHCP O

BREERFEMNERSEEE RGLERM: service network restart/reboot
Hping 7M™, Bl Linux5Windows£ & §epingi& .
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Xshell 5 (Build 1325)
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1 CentOS-may

Xshell 7 (Build 6699)
right (c) 2020 NetSarang Computer, Inc. ALl rights reserved.

ype ‘help' to learn how to use Xshell prompt.

= .168
Could not connect to

Type "help' to learn how to use Xshell prompt.
[C:y~]¢

@ NetSarang Computer, Inc. ALl rights reserved.

Type “help' to learn how to use Xshell prompt.

[C:\~1%

Connecting to 192. 1¢ ;
Could not connect to "192.168.26.3"' (port : Connection failed.

Type “help' to learn how to use Xshell prompt.
[C:\~1$%

Connecting to 192.168.26.3:22...
Canceled.

Type “help' to learn how to use Xshell prompt.
[C:\~1%

Connecting to 192.
Connection established.
To escape to local shell, press 'Ctrl+Alt+]"'.

Last 1 : Wed Apr 28 08:47:38 2021 from 192.168
[rootecMee ~1#




XFTPHIECE

250

7
N

5
d

Y%

CentOS

waezme 0 U=

LT
nr WS
RS P
W 192 168 184 128 —
i@ (srme |
WO © (2 Jo

o L FEIL I nux)

FEESEBY (G

ipithtt
v [ M5O

wWHQ

g%

BagR @
CIREsthuErN @
51} [Bassword
MPEW Teot

FHo

P WEE ERV 80 IRN ®OMW Wm0

il — R R & 0 eP O O9
;:n.jﬁmif
158
=2 ate Datect
emuTr-eig8 Q) s
RNEENNEDHTAR Q)
Bl 0 SR
o
v At
RO Binary -
STREO® 2 v
: R EEEQ |




a
]

CentOS

BN ERRESNEMNZ, FEESWHRS, BA
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sshih il fEftcp 2253 0, RCISZEN, 43 NARS 28
5% F .

> REHRWFERFE sshd, FIFENRLGR:

« openssh-server SEILSSHAR & 2RI Th Re
- openssh-clients & SSHAR 5 K% P infz 5

. openssh-askpassflopenssh-askpass-gnome R F1E

Linux ] B A1 T8 FHSSHAR B 74 F 2.

> B mHIRER

ELinux F A& ssh

fEWindows F Hputty, SecureCRT, SSH Secure Shell
Client ...
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- Z3opensshf@sshd
—  #Afr4 yum install openssh/sshd
- BERBREE T opensshflisshd
— B4 rpm -qa | grep opensshiisshd

[root@localhost " 1# rpm —qga | grep openssh
openssh—askpass—-6.6.1pl1-16.fcZl. i686
openzsh—clients-6.6.1pl1-16.fcZl. i686
openssh-6.6.1p1-16. fcZl. 1686

penzsh—server-6.6.1p1-16. fcZl. 1686

[root@localhost " 1# rpm —ga | grep sshd
[root@localhost “1# _

- BERFREITE
— A4S ps -le| grep openssh/sshd

[root@localhost " 1# ps —le | gfep openssh
[root@localhost “1# ps —le | grep sshd

1 5 0 1153 1 6 80 0 - 2847 poll s 7 0O:00:00 s=shd
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BIERGHMER B/ D ZEsshBNI\N R LR IR,
FRiksshiR &t 2F 8, 7 LLlid a4 service sshd
status KR EEsshdREFEBHE;

[root@localhost “1# service sshd status

Redirecting to /binssystemct] status sshd.service

# sshd.service - OpendSH server daemon
Loaded: loaded (susrslibssystemd/systemssshd.service; disabled)
Active: active (ruming) since Thu 2015-12-17 12:47:02 MST: Z20min ago

Docs: man:sshd(8)
man:sshd_config(s)

Main PID: 1153 (sshd)
CGroup: ssystem.slicessshd.service
L1153 susrssbinssshd -D

[root@localhost "1 _

MR FHEFVLEBIE3ISSHDARS, HlHIA

$ sudo systemctl enable sshd.service

sshdfiRFEF IR 3IHIZA letc/init.d/ssh
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MESSHDRESE AR S, NH# service sshd startiy £H 8 Ik CentOS

[root@localhost ~1# service sshd status
Redirecting to ~binssystemct]l status sshd.service
In sshd.service - OpenSSH seruer daemon
Loaded: loaded [ ruerslibsgystiemdssystemssshd.service: enabled)
Active: inactive (dead)
Docs: man:sshd(8)
man:sshd_config(5)
[root@localhost ~1#t service sshd start
Redirecting to sbinssustemct] start =shd.service
[root@localhost ~1# /binssystemct] start sshd.service
[root@localhost ~#1#t service sshd status
Redirecting to ~binssystemct] status sshd.service
B sshd.service - Open3SH server daemon
Loaded: loaded (rusr-slibssystemd-ssystemssshd.service: enabled)
Active: active (running) zince Mon 2016-01-04 Z20:44:58 HST: 17s ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 1258 (sshd)
CGroup: ~ssystem.slicerssshd.service
L1258 ~usr/shinssshd -D

an 04 20:44:58 localhost.localdomain sshd[1258]1: Server listening on 0.0.0.0 port 22.
an 04 20:44:58 localhost.localdomain sshd[12581: Server listening on :: port 22.
[root@localhost ~1#
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- 1. EWindowsH ZEE N F4&3 T A
SSHSecureShellClient-3.2.9, /R M\ T

Fle Edit View Window Help
H Sk 28 2R M &80 % &6
&1 Quick Connect [ Profiles

Mot connected - press Enter or Space to B0x24 %] |
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o 2. BEEANLFEILinux, EFHLinuxiIPHhE
ifconfigin & & FIPHibE, HHATIPZ192.168.86.128

[root@localhost “1# ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING ,MULTICAST> mtu 1500
inet 192.168.86.128 netmask 255.255.255.0 broadcast 192.168.86.255

inetb feB0: :20c:291f :fef3:fafa prefixlen 64 =copeid 0x20<link>
ether 00:0c:29:f3:fa:fa txqueuelen 1000 (Ethernet)

RX packets 63 bytes 15427 (15.0 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 7?5 bytes 8234 (8.0 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collizsions 0

device interrupt 19 base 0xZ000

lo: flags=73<UP,LO0OPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetb ::1 prefixlen 128 =scopeid 0x10<host>
loop txqueuelen @ (Local Loopback)
RX packetz 8 bytes 800 (B00.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 8 bytes BOO (BOO.0 B)
IX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

[root@localhost ~1# _
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Y 8

“windows F ping 192.168.86.128

Microsoft WYindows [[R7F 6.1.76811 oo
hR3¥FRg <c> 2089 Micr u.,u{-‘t Corporation. 1REATHTYF .

:sseps Administrator>ping 192_.168 _86.128

T Ping 192.168.86.128 EF 32 FTH)
E 192_.168.86.128 EWIEIE Fir=32 |
3z

192.168.86.128 FI[OE: FP=32 Af[d|<ins
£H 192.168.86.128 {5 : F=32 H{[d]=1lns
8 192.168.86.128 {02 : =T =32 Af|d)<ins
1= - T4 118

tsvlserssAdministratop;
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.+ 4. A4 B LinuxiISSHDR S
# service sshd startE{#chkconfig sshd onF /g ik 5%

[root@localhost “1# service sshd start
Redirecting to sbinssystemct] start sshd.service
[root@localhost “1# /binssystemct] start sshd.service
[root@localhost “1# service sshd status
Redirecting to sbinssystemct]l status sshd.service
B sshd.service - OpenSSH server daemon
Loaded: loaded (susr-libssystemd-system-sshd.service: enabled)
Active: active (running) since Tue Z2016-01-05 19:18:49 HST: 9min ago
Docs: man:sshd(8)
man:sshd_config(h)
MHain PID: 852 (sshd)
CGroup: ssystem.slicessshd.service
L852 susr/shinssshd -D

Jan 05 19:18:51 localhost.localdomain sshd[B852]1: Server listening on 0.0.0.0 port £2.
Jan 05 19:18:51 localhost.localdomain sshd[B52]1: Server listening on :: port 22.
[root@localhost "8 _




a
L
%4

CentOS

e 5.3i81ISSHSecureShellClient-3.2.9i%¥:Linux, .t
Quick Connecti#4l , #iAlinux IP#ht X FH P44 .

o

L T
- default - S5H Secure Shell =
|| Ele Edit View Window Help
SR 28 =ee Ao % e
|| &1 Quick Connect [ Profiles |
Ml SSH Secure ell 3.2.9 (Build 283 -
Copyright (c) 2 2003 55H Co nicationg Security Cor tt wWiwW . 330 . Ccon
iz copy of 55H Secure Shell is a non—commercial wersion.
This versiogf :
Connect to Remote Host Iﬂ
[ | W) Host Hame: |192. 163, 86. 1258 | D |
)
e Uzer Name: ]rﬂ':'tl e ]
Fort |22
Aduthentication ]‘Tr-:-file Settings}ﬂ
,|Not connected - press Enter or Space to | [80x24 | g.] - e
[ - =
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B, EH

Hconnect}

HE A\ Linux H P 2R,

192,168.86.128 - default - S5H Secure Shell

|Eile Edit View Window Help

IEIETY YT

| &1 Quick Connect  [_] Profiles

o S
|

tionality.

Enter Password

Fazsword: I|

=
Cancel I

[ Bl T4

Connecting to 192.168.86.128...

CentOS
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» EERI, Bk

R TR R i
New FileTransfer
Window

-
122.168.86.128 - default - 55H Secure Shell

EENEEE )

|| Ele Edit Miew Window Help
||| & [& | B 2
F1 Quick Connect [ Profiles

# | £ E | B | & h?

S5H Secure Shell 3.2.9 {(Build 283)
Copyright {(c) 2000-2003 55H Communications Security

This copy of 55H Secure Shell is a non—-commercial wversion.
Ffunctionalitsy.

This wersion does not include PEI and PECS #11

Corp — http: /. / wWeaw.3sh.coms

Last login: Tue Jan 5 19:19:238 2014
[rootRlocalhost ~]#
Connected to 192.168.86.128 SSH2 - aes128-cbc - hmac-md5 | 80x24 & |

File Edit View Window Help
IEIEEE Y ET NN

|New File Transfer Window

|| £ Quick Connect ] Profies

|SSH Secure Shell 3.2.% (Build 283)
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&1 2:192.168.86.128 - default - SSH Secure File Transfer >e E=SE=N x N
' File Edit View Operation Window Help
H 2 e a0% s @ rEEEanxo e
. F1 Quick Connect [ Profiles
| 2 B = | @k K |[tretor\Desktop\ ~| | Add | G | 8} @@ @ | & ¥ |[/root ~|| Add
Local Name £ Size | Type | = | Remote Name £ Size | Type I
=l B Eiait. testftp Folder 2
l| 2 Administrator Fyedt.. || ||| anaconda-ks.cig 1,185 CFG =i 2
I.'l.i HEAL Eseoo. [ testftp-0.txt 108 =TdomE 2
il [ E5Eari... | testftp-wltxt 108 A3 2
E@Eﬁ]ﬁﬁ =5
B [ =i
48 360t SR EFeiE..
= Internet Explorer Eiai..
I =i =i
T PSR =T
7 3605 1,012 HEEA=
EasyConnect 1,239 SR
B minnla Cheaema i T (= o = —— o -
I_“_'_ll 11 | Ed F [T v
Transfer| Queue]
¢ | Source File Source Directory Destination Directory Size | Status Speed Tirme
Connected to 192.168.86.128 - froot |SSH2 - aes128-cbc - hmac-md5 |4 items (1.4 KB) F]

WAL
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