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. Core 1
Image loader >
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! Memory bu51
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UARTs Block storage Non-Secure o | Secure
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. _— . System
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» IRQ (Interrupt Request) 7
- TBEHHT, AR, LEE

> FIQ (Fast Interrupt Request) | *H#CPUBTRAHN
+ —XARBEE—FIQ T2 72 2 R
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* B ATEEN P ETETEA

» SError (System Error)
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* WMZZFF17 (Cacheline) BEZ R
NAENFE
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root@iZm5e96bky2okvcid149vpZ:~# cat /proc/interrupts
CPUO

1 9 IO-APIC 1-edge 18042

4. 1750 I10-APIC 4-edge  ttySO

6: 3 I0-APIC 6-edge floppy

8: 0O IO-APIC 8-edge  rtcO

11: 31 IO-APIC 1l1-fasteoi virtio3, uhci_hcd:usbl
12: 15 IO-APIC 12-edge 18042

14: 0O IO-APIC 14-edge ata piix

24: 0 PCI-MSI 65536-edge  virtiol-config

27: 13792406 PCI-MSI 49153-edge  virtioO-input.O
28: 17143741 PCI-MSI 49154-edge  virtioO-output.O

NMI: 0O Non-maskable interrupts

LOC: 74135788 Local timer interrupts

SPU: O Spurious interrupts

PMI: 0 Performance monitoring interrupts
IWI: 1014709 IRQ work interrupts

RTR: O APIC ICR read retries

RES: 0O Rescheduling interrupts

CAL: O Function call interrupts

TLB: O TLB shootdowns

TRM: O Thermal event interrupts

THR: O Threshold APIC interrupts
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> X — T EZR G PRDATS

root@iZm5e96bky2okvcid149vpZ:~# cat /proc/cpuinfo

processor : 0
vendor _id . Genuinelntel
cpu family :6
model : 85

model name  : Intel(R) Xeon(R) Platinum 8163
CPU @ 2.50GHz

stepping 4
microcode : Ox1

cpu MHz : 2499.996
cache size : 33792 KB
physicalid :0

siblings o1

core id : 0

Cpu cores o
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os@ubuntu:~$ cat /proc/interrupts
CPUO CPU1
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NS = h 3 A \[{m A3
00 2 0 IO-APIC 2-edge timer > X P RIZ R G RRTS
1: 20 36 IO-APIC l-edge 8042 mins oEe S
. ; 0 « EMEEEZEIR P RTERA
8: 1 0O IO-APIC 8-edge rtcO o el
9: 0 0 IO-APIC O-fasteoi acpi REBNN—H
12: 241 1225 IO-APIC 12-edge  i8042
14. 0 0 I0-APIC 14-edge  ata piix
15: 0 0O IO-APIC 15-edge  ata piix < MhiR (=8 B8 __/ 77 b75 3
16: 325 502 IO-APIC 16-fasteoi vmwgfx > /E_E _H_I7—Iﬁ IZI(;‘J\‘E T ARG
17: 12570 0 IO-APIC 17-fasteoi ehci_hcdiusbl,ioc0 T2l BYIFIR (T
18: 0 65 |0-APIC 18-fasteoi uhci_hcd:usb2
19: 2 172 10-APIC 19-fasteoi ens33
24 0 0 PCI-MSI 344064-edge  PCle PME, pciehp
56: 0 111 PCI-MSI 1130496-edge  ahci[0000:02:05.0]

NMI: 0 0 Non-maskable interrupts
2

LOC.: 12575 11820 Local timer interrupts

SPU: 0 O Spurious interrupts

PMI: 0 0 Performance monitoring interrupts
IWI: 0 0 IRQ work interrupts

RES: 181 448 Rescheduling interrupts

CAL: 20028 24616 Function call interrupts Eg@%iﬁ?iﬁﬁﬂ’\jgéﬁﬁﬁﬁ, —@%ﬁ%xﬁli‘%bTLBZ

TLB: 371 611 TLB shootdowns Bl = EA—E
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FRER{IE 2R
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>§§J’l\ﬁﬂ%ﬁﬁﬁﬁﬁtﬁﬁ (NMI EXFir, F&) , CPUBEZRmN ST

i) fREd (EE, HEHES)
S (reset) 3

A RGP (NmI) >

FE{HEIPE (Hard Fault) -1

AEFRFVER (SVcall) G

i iafE (debug monitor) Eli=:

FItERSRE (SysTick) Gl =

SNERERRT (External Interrupt) =
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BN(ELE B B FE (Interrupt Service Routine, ISR)ImI #:x7Fexs

BUERARE PR
g (XCEPLON VECOTTA0R) o chiiih f T CPU M AT TN ES
-?%%ﬁ%?&%%%ﬁﬂ%ﬁm
l\é
+ SLIBCHUTAT D URRCS 5T SIRQ,
B & X RS SRR E &

ELO T FIEH 1
T

CPUKEshliiok
e LR > c R, TR IZ R AT

* ISRAMAR/ N —FR0: FRE
L ZMX . fricflag
- KB ZIRRBEBRIEHIRE REAE A

PEELO FHYIE
AT

eret
v

static inline int _ must check request irq(unsigned int irq, irqg _handler_t handler, unsigned long flags,
const char *name, void *dev) {

return request threaded irq(irq, handler, NULL, flags, name, dev);

} https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/interrupt.h#L165 13
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TER: ERebBR (Softirgs) I f-2 ves

> S0 ERZREN AT E
> WEHR:

L k% B X
0 HI_SOFTIRQ FIF4MBTASKLET HI, LR EDS
1 TIMER_SOFTIRQ TR 1% £ B E B s8R P i
2 NET_TX_SOFTIRQ FA A T8 %0355 I R 4R £ R R P iy
3 NET_RX_SOFTIRQ FA T Ab B AU R 2048 £ B R HP
4 BLOCK_SOFTIRQ T 4b 38 Bk 2% A i
5 IRQ_POLL_SOFTIRQ | AAF#171/0% 18Ry Bl & 22
6 TASKLET SOFTIRQ FAF4b3B Tasklet
7 SCHED_SOFTIRQ RATFHITRAEHERIN R EIIEHIRE
8 HRTIMER_SOFTIRQ | F T4 IESHEEERN =23 il
9 RCU_SOFTIRQ T2 3ERCUBIAVER P 1T, Lt iR

https://elixir.bootlin.com/linux/v5.16.14/sourcel/include/trace/events/irq.h#L13 16
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> Z—Tfﬁj\mﬂﬁ int, 4
« Tﬁﬁxg, N &R RAE int funi() {
— PR R H LA —E N 2 returnid * 5;

int fun2 () -4
return funl() * 5;

» O _—]-Ea)\l—)—q i rpteranltant i) {
« EAGRIAAE—A BB TR eturn 1 * 5;
—E }

int Eun2 (enk i) 4
cetlrn: funl(i) % 5

18



TEER: tasklet

> (o) B Softirg2 i H
> % g| ATasklet

« EFSoftirgs, {B0] U ENSEIE

- A1

i‘_f‘ /\

*ﬁ'JE’JTaskletTuHHT“’“T AE

CPU_I:

}-*D %ﬁ Bl |
[E 2B fyTasklet—X R #E

struct tasklet struct {

struct tasklet struct *next;

unsigned long state;

atomic_t count;
bool use callback;

union {

1924-2024 ————
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void (*func)(unsigned long data);
void (*callback)(struct tasklet struct *t);

};

unsigned long data;

....................................................................................................

Hises f
0 HI_SOFTIRQ

1 TIMER_SOFTIRQ

6 | TASKLET_SOFTIRQ —>

https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/interrupt.h#L587 R

_f—) tasklet
next

. CPU1

.........................................................................

function

tasklet _f_) tasklet _j_) tasklet
next next next
function function function
tasklet _f—) tasklet _j_) tasklet
next next next
function function function

19
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TF5EB: TIEPAFI (Work Queues) Tl ez
> SoftirgAl Tasklet{sf FH it E T~

> T1EBAFE I #HE L T X (BB — TR T ST A IE AP I ek 20
» T |} BEEAR !
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* TR B 4EIFFIFORBASY, workqueue N %72 I W% 1aIRA S

- Rl fa STenqueue(fn, args), workqueuefi TdequeueFFH7fn(args)
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- AEARZZTE, AMEETAAHERERXREK, XA BRI TIRMETERE N
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> A0 (ioctl)
- L AZE 8 R BT IRED B RN
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Ix=NiER: FRGEO(oct)RIZRG) Yol 3283z

static int ioctl(struct tty struct *tty, unsigned int cmd, unsigned long arg) {
struct slgt info *info = tty->driver_data;
void _ user *argp = (void _ user *)arg; int ret;
if (sanity check(info, tty->name, "ioctl"))
return -ENODEV;
DBGINFO(("%s ioctl() cmd=%08X\n", info->device name, cmd));
switch (cmd) {
case MGSL_IOCWAITEVENT:
return wait mgsl event(info, argp);
case TIOCMIWAIT:
return modem_input wait(info, (int)arg);
case MGSL_IOCSGPIO:
return|set_gpio(info, argp); TJZg#£I/0O
case MGSL_IOCGGPIO:
return|get gpio(info, argp);
case MGSL_IOCWAITGPIO:
returnjwait _gpio{info, argp);
case MGSL_IOCGXSYNC:
return get xsync(info, argp);
Kl ool
}

mutex_lock(&info->port.mutex);

// Syt https://elixir.bootlin.com/linux/v5.16.14/source/drivers/tty/synclink _gt.c#L.965 25
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IREIESEY: Linux Device Driver Model (LDDM) Il #:27es

> Y iFHEEIE 51 &Ik TE

> F|FHsysfsia P iR ER S E R

> BIPIRF T R F X RS EamEE, FUTLT{E
« XA RARFTEIFRNIZITZR B BIAKHI< &R
- LDDMEE &2 BRE & BFFai, BE A& tEE NI

/sys

I I I
bus/pci devices class
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LinuxiZ&RIXEIHSR: sysfs

> Device (18%) @ BATHRASGHAENENF

ﬁ

1924-2024 ————

[ ]
—1 " ¥l K Bt

/sys
Iy . BHECPURINTE
| l |
bus/pci devices class
> Bus (2%) : . l_ L
CPU#HDevicey [ devices <PCIitbiE1> —
BIiE L A L
: EEEEEEEV%CEG%B <PCIitif1> -..---- : —  net/eth0  ([<----------- eth0
R a2 S : » Class (93) : £i¥§$ﬁﬂﬂlhﬁﬁ
—  drivers —  driver jz)% MR EE
L """"""""" *Mﬁﬁﬁ%& FI LT A
_ 5 : Class
. C PRE—ETHUESMEES

l_ <PClitik1>

B X Z RS FE O
- METHHEClassiyix &IKzNT=E

FF,

H K
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LinuxiZ R IREIIMREESH
> WEREERRETHR

* struct bus_type Isys

* RINEAE |

||—|| Fok®EEEE

> SRR IR m TR

 struct device

c RTETA

> NIRF RN EFTIHR
« struct device_driver
* REAH

bus/pci devices class
—  devices L<|3C|fli’,iJJ:l> L class
i I L
<PCIibtf1> ... ! —  net/eth0  [<r---------- ethO
= drivers e driver
L igh S 2k g
L <PClitBik1>
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struct bus_type | e

struct bus type {

}s

const char *name; L IR TR PCl. WSB. 12€. SPI

const char *dev_name;

struct device *dev_root;

const struct attribute_group *jbus_groups;| R ZF M
const struct attribute group **dev_groups;

const struct attribute group **drv_groups; NS & IR s 2% 2 2k N4 1H

int |(*match){struct device *dev, struct device_driver *drv);

int |(*uevent)(struct device *dev, struct kobj_uevent_env *env) Eﬂlﬁﬁcﬁbuslﬁ’]devmek?ﬂ’“ﬁéﬁﬂ)}ilﬂﬁﬁ
int |[(*probe){struct device *dev); a1, 1RiFdeviceFRE B9bust #1851,

void (*sync_state)(struct device *dev);

void *remove)(struct device *dev); y A ‘i

void (*shutdown)(struct device *dev);

int (*online)(struct device *dev);

int (*offline)(struct device *dev);

int (*suspend)(struct device *dev, pm_message t state);

int (*resume)(struct device *dev);

int (*dma_configure)(struct device *dev); L, .. 3
i thh TRl R SRR, RSB ERIERS, T /sys/bus TEZ

const struct iommu_ops *iommu_ops; extern int _ must_check bus=reglsterkstruct bus_type *bus);

struct subsys private *p;

struct lock class key lock key; extern void bus unregister(struct bus type *bus);

bool need_parent_lock; Gl . . . : 30
ps://elixir.bootlin.com/linux/v5.16.14/source/include/linux/device/bus.h#L82



https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/device/bus.h#L82

@ struct device

struct device {

struct device *parent; o
const char *init_name; /o
const struct device type *type; /*
struct bus_type *bus; s
struct device _driver *driver; e
dev_t devt; i
void *driver data; /X
struct dev_pm info power; i

/* DMAREREL */
const struct dma _map ops *dma ops;
struct class *class;

R4, B SR S gs */
W% */

PR char, block, network */
il e s */

XIRfIdriver */

wWES, XN sysfs "dev" */
IXENFAE Fdl */

YRS B+ /

/* PR RBle g */

const struct attribute_group **groups; /* ERilattributefE& */

}
wEEM: int device register(struct device * dev)
R EFHEH: void device unregister(struct device * dev)

https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/device.h#L473

)
)

=
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https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/device.h#L473

struct device driver

struct device_driver {

const char *name;
struct bus_type *bus;
struct module *owner;
const char *mod_name;

bool suppress bind attrs;
enum probe type probe_type;
const struct of device id

WENAFR */
WBIPTJE S */

Linux WIZAEER I 448K */

*of _match_table;

const struct acpi device id *acpi match_table;

int (*probe) (struct device *dev); /* ¥dfi. ¥ lRE%
void (*sync_state)(struct device *dev);

int (*remove) (struct device *dev); /* #dk. BRE&

/* BIEEHEZEO */

void (*shutdown) (struct device *dev);

int (*suspend) (struct device *dev, pm message t state);

int (*resume) (struct device *dev);

const struct attribute_group **groups;
const struct attribute group **dev_groups;
const struct dev_pm_ops *pm;

void (*coredump) (struct device *dev);

struct driver private *p;

Jgt

XN AYF A

int driver_register(struct device_driver *drv);

- -
Il

1924-2024 —
LR R Y-
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void driver_unregister(struct device driver *drv);

https://elixir.bootlin.com/linux/v5.16.14/source/include/linux/device/driver.h#L96 32
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LDDM$F

> device driverfldevice&R;: A% bus_t

> bus_typeggmatch()

s MR 1ZFE5IKFNE
BRERTILE

ILEZ, 1 Fdevice_drivergiprobe(), 2Z#zdevice_driversg 5t

> device drivergyprobe()

EE%E})% ?;}L\ﬁmﬁm%obemﬂ):W?F?Eﬁku%%ﬁu Xz A AYfile_operations @]

> device Agbus_type .

| ]
" . " L x%ﬂi AR R
SUN YAT-SEN UNIVERSITY

device driverixz

K HY 2 4R 7K

» BHfL—"device, SELBILIKdriverfibus
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‘ * ‘ ‘ el 1924-2024g ﬁz :
[al%: WN{)fEiIR—MEE? Il g2x# seex

> [/X == j‘\j'@[J TRANUS’::/IRIITING REﬁi:-\\,/TING
« ZFR: uart0
- B4 115200

ACIE S WA ITRT

struct uart struct { FHISONZE R <
const char *name;
unsigned baudrate; { iiren ¢
} "name"”: "uarte",
"baudrate”: 115200
uart = {
.name = "uarto", }
.baudrate = 115200, }

i 35
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Linux{E i8S hiskE R Il £e sees

» Device Tree
« AT EESEY

> f#{4{= B o] @1 Device Tree Source (DTS) £1% %45 N 1%
s R ENZTRIDAKESEGMATD
* TRMNBEHEETINESF5|H

{
"uart": {
"name" : "uarte",
"baudrate" 1115200
} L1 BitE

https://www.devicetree.org/ 36
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SRR

- -
Il

cpus

cpu@o0

#address-cells=<1>

#size-cells=<0>

memory@0

/

model="fsl,mpc8572ds"

compatible="fsl,mpc8572ds"

#address-cells=<1>

#size-cells=<1>

device_type="memory"

reg=<0 0x20000000>

device_type="cpu"

reg=<0>
timebase-frequency=<825000000>
clock-frequency=<825000000>

cpu@l

uart@fe001000

compatible="ns16550"
reg=<0xfe001000 0x100>

device type="cpu"

reg=<1>
timebase-frequency=<825000000>
clock-frequency=<825000000>

chosen

bootargs="root=/dev/sda2

aliases

serial0="/uart@fe001000"

1924-2024 —
F oy KB i 43
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usart2: serial@40004400 {

compatible = "st,stm32-uart";

reg = <0x40004400 0x400>;

interrupts = <38>;

clocks = <&rcc © STM32F4 APB1_CLOCK(UART2)>;
status = "disabled";

i

usart3: serial@40004800 {
compatible = "st,stm32f7-uart";
reg = <0x40004800 0x400>;
interrupts = <39>;
clocks = <&rcc 1 CLK USART3>;
status = "disabled";

¥

}s5

https://elixir.bootlin.com/linux/v5.16.14/source/arch/arm/boot/dts/stm32f746.dtsi#L307 38
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AR 25 node@40000000 |{
—Ij/\\\ . St : n,
a-string-property = "a string’,;
a-string-list-property =|"first string", "second string";| ZIZHE ™
a-byte-data-property = |[0x01 0x02 0x03]; | — &g
child-node@d {
first-child-property;
second-child-property;
a-string-property = "child string";
} a-reference-to-some = |<&nodel>; | F5 5 5|H
child-node@l {};
}s

fr% |[nodel: [node@l {
an-empty-property;

a-cell-property = K1 2 3>;|Z{EEM
child-nodel{};

s
s
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> @it compatible [ 14 17T D

static const struct of device id stm32 match[] = {
{ .compatible = "st,stm32-uart”, .data = &stm32f4_info},
{ .compatible = "st,stm32f7-uart", .data = &stm32f7 info},
{ .compatible = "st,stm32h7-uart”, .data = &stm32h7 info},

{}
}s
static struct platform driver stm32 serial driver = {
.probe = stm32 usart serial probe,
.remove = stm32 usart _serial remove,
.driver = {
. hame = DRIVER_ NAME,

.pm = &stm32 serial pm ops,
.of _match _table = of match_ptr(stm32 match),
}s
¥

https://elixir.bootlin.com/linux/v5.16.14/source/drivers/tty/serial/stm32-usart.c#L1367
https://elixir.bootlin.com/linux/v5.16.14/source/drivers/tty/serial/stm32-usart.c#L1833 40
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static int _ init stm32 usart init(void) {
static char banner[] _ initdata = "STM32 USART driver initialized";
int et

pr_info("%s\n", banner);

ret = uart _register_driver(&stm32_ usart _driver);
if (ret)
return ret;

ret = platform driver register(&stm32 serial driver);
if (ret)
uart_unregister driver(&stm32 usart_driver);

return ret;

}

module init(stm32_ usart_init);| IXFI= RGNS I0E
module exit(stm32_usart_exit);

https://elixir.bootlin.com/linux/v5.16.14/source/drivers/tty/serial/stm32-usart.c#L.1843 4 1
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