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$ cat /proc/interrupts

17:
18:
23:
31:
34:
36:
37 :
43:
45:
52
03
54:

CPUO

0
7331554
26740
757858
6556

0
8457672
0
7567287
Sk

0
40

CPUl

0
2731032

0070 O -0 &0 OO O

CPU2

433991

00 O O 0O O O 0

GICv2
GICv2
GICv2
GICv2
GICv2
GICv2
GICv2
GICv2
GICv2
GICv2
GICv2

Brcm MSI 524288 Edge

29 Level
30 Level
114 Level
65 Level
153 Level
169 Level
158 Level
106 Level
189 Level
66 Level
175 Level
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arch timer

arch timer
DMA IRQ
fe00b880 .mailbox
uart-pl01l11
brcmstb thermal
mmcl, mmcO

v3d

ethO

VCHIQ doorbell
PCIe PME, aerdrv
xhci hcd
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@ REERRE (softirg)

$ cat /proc/softirgs

CPUO CPU1 CPU2 CPU3

HI: 2 0 0 0
TIMER: 4709143 1000453 238535 156693
NET TX: 12764 272 293 196
NET RX: 650451 4930 7150 5162
BLOCK: 0 0 0 0
IRQ POLL: 0 0 0 0
TASKLET : 6775576 36 24 33
SCHED: 4719393 1043269 255401 165523
HRTIMER: 0 0 0 0
RCU: 2878697 423063 251156 170016
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@ mEEMER fid 5%

$ ifconfig
ethO: £flags=4099<UP,BROADCAST, MULTICAST> mtu 1500

ether dc:a6:32:4b:c4:00 txqueuelen 1000 (Ethernet)

wlan0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.194 netmask 255.255.0.0 broadcast 192.168.255.255
inet6 fe80::aa72:beb8:1888:e82e prefixlen 64 scopeid 0x20<link>

ether dc:a6:32:4b:c4:01 txqueuelen 1000 (Ethernet)
RX packets 655811 bytes 164726673 (157.0 MiB)
RX errors O dropped 0 overruns 0 frame O

TX packets 21714 bytes 2496958 (2.3 MiB)

TX errors O dropped 0 overruns 0O carrier O collisions O
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|

@ sk_buffrRRYELHE Il 312
typedef unsigned char *sk_buff data t; > sk bUﬁZIKE'Z:ﬁﬁ%-TF&jC
struct sk _buff { e EH?E%HEIEEEE’\J?&YWY??E@
unlors]'t;’{\uct { > E%J%1§ﬁﬁq_

Struct sk bufft next; « REFEIEEAAR R BT

struct sk _buff* prev;

T e

}s5

¥
unsigned int len;
unsigned int data_len;

unsigned char* head;
unsigned char* data;
sk_buff data t tail;

sk_buff data t end;
/4  )
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@ sk_buff: RixgiEa i R

typedef unsigned char *sk buff _data t; > Stepl
struct sk_buff { > TC_P)%Z%%I&:IIEBYI', ﬁf‘ﬁﬂ%alloc_skb$i§é§
union { ;4125
struct {

structitsk: buff®* nexts
struct sk _buff* prev;

7o AR
Ji

¥
unsigned int len; =0
unsigned int data_len;

unsigned char* head;
unsigned char* data;
sk_buff data t tail;

sk_buff data t end;
I /3eng  )
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@ sk_buff: BigsiEa

typedef unsigned char *sk buff _data t;

struct sk _buff {

I

structitsk: buff®* nexts
struct sk _buff* prev;

union {
struct {
bl
¥
¥

unsigned int len; =
unsigned int data_len;

unsigned char*
unsigned char*
sk_buff _data t
sk_buff data t

st s

head;

» Step2.

« TCPFskb _reserve3( {388 E 2= 817
Fir B k&R

data; —__—_______________————=="
tail;
end; ——__~_________~_-~~~_-—-‘__-9

#define MAX_TCP_HEADER

—
-3|
=L

MAX_TCP_HEADER

L1_CACHE_ALIGN(128 + MAX_HEADER) 54
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typedef unsigned char *sk buff _data t; > Step3
struct sk buff { - TCP)%iE]\TCPﬁ?& (EZFH)%%TIFE)
union {
struct {

structitsk: buff®* nexts
struct sk _buff* prev;

7o AR
Ji

¥
unsigned int len; = LEN1
unsigned int data_len;

unsigned char* head; ""’”’,,,——”””””””’?
unsigned char* data;

sk_buff data t tail;
sk_buff data t end;
Ek ety

I 55




1924-2024
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typedef unsigned char *sk buff _data t; > Step4
struct sk _buff { * TCPRIEATCPLHE
union {
struct {

structitsk: buff®* nexts
struct sk _buff* prev;
R

}s5

¥
unsigned int len; = EFEND
unsigned int data_len;

unsigned char* head; LEN2
unsigned char* data;
sk_buff data t tail;

sk_buff data t end; .
I /3eng  )
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typedef unsigned char *sk buff _data t; > Step5
struct sk Buff { - 'ﬁ%gﬁlpg, ?iiﬂi‘\ﬁﬂlP%%ﬁ
union {
struct {

structitsk: buff®* nexts
struct sk _buff* prev;

e

}s5
Skt
}s -
unsigned int len; — LENS3 IP3L R /
unsigned int data_len;
el LEN3
unsigned char* head;

unsigned char* data;
sk_buff data t tail; s

sk_buff data t end; .
1/ _-_‘-_‘""“““--—-__~____9

7z
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typedef unsigned char *sk buff data t; > Step6
struct sk buff { . %Z%%EE%E, 9\::57_}:<\j]|:| [/XKM%TA:IZB
union {
struct {

structitsk: buff®* nexts
struct sk _buff* prev;

e

}3

}; Fther3LZE [
unsigned int len; — LEN4 IPSL &R
unsigned int data_len; TCPL R LEN4
unsigned char* head;

data;

unsigned char*
sk_buff data t tail; s

sk_buff data t end; .
I /3eng  )

Ja 58




[+ L5

_ — 1924-2024
@ sk buff: PHNFELER | RN

> SRl EALIESKDAT
+ FIR R T—RAAPISH A LYE, Fisahdatadsst

SLED
Ether3L &
PSR
TCPL 3R

S
Ether3L&f
IPSLHR
TCP=LER
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_
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TCPTa %L TCPTA %L

JESSA
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sk buff: control buffer Towmll 8 e
struct sk buff { D,
union { > ;FAﬁlfm/%\-
struct { s TCP':PE,‘Jsquﬁ%
sErpct sk buffsnext; % =
struct sk _buff* prev; AECK}_j?;rﬁngﬁ-g
/] - c EEEXR

) © RERTIAE
};

char cb[48]  aligned(8); E%ZEL@E?F

unsigned int len;
unsigned int data_len;

sk _buff data t tail;
sk _buff data t end;
unsigned char* head;

unsigned char* data; « FZEEFENTERAD:
/1 %]

} . tcp_skb_cb: https://elixir.bootlin.com/linux/v5.16.14/source/include/net/tcp.h#L842 60
)



https://elixir.bootlin.com/linux/v5.16.14/source/include/net/tcp.h#L842

sk bufffigaa Tl 12737
> P[54k 5 Xy sk_buffif {7

struct sk buff head {
/* These two members must be first to match sk buff. */
struct _group tagged(sk buff list, list,
struct sk buff *next;
struct sk buff *prev;

)
_u32 glen;
spinlock t%:lock;

¥

> Linux NAPIf 4L T8
* LR AR T IR B T 2 EBsoftirgfR 2 2 E/Yskb
- NAPIEHAME 518, F—XMH4IETEskb (batching)

 netif_receive_skb_list()
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sk_buff: {EHREY Tl 7n sz

> ﬁj\ﬁa struct sk _buff *alloc skb(unsigned int size, gfp t priority);
* GFP_ATOMIC: rECidZEARREFEF R, FATHELETXHDEEATF
* GFP_KERNEL: #ECSIET] IXE R, 72 ECiE KR F15BAS

N = [71 © struct sk buff *skb clone(struct sk _buff *skb, gfp t priority);
/ J\-

- SofE RISk _buffiEflZEy, 8@ E—kX (MTtecpdumpFiMETIR)

> 55??5%@\ struct sk _buff *skb_copy(const struct sk _buff *skb, gfp_t priority);

+ B EHIsk_buffiXRisEAIRX (ATEHBIRX, ANATHhIEEE)

> %%f& void kfree_skb(struct sk_buff *skb);
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sk_buff: GFP_ ATOMIC

» alloc_skb()
* GFP_ATOMIC: 7 BLiIiEABE#M PHT, ATHE L TXHDERAF
* GFP_KERNEL: ECidiE o] AR BT, 2 BL1E KR F15BAS &

> 7 _E¥FERISRA:
» GFP_ATOMIC{RIE D EL i FE A= BB ISRITHT

> FE N FHBEX P T
* GFP_ATOMICEHF A, MREIERIM, ABERE AR
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sk buff: ¥F{EERZEL Tl fe eee

» void *skb push(struct sk buff *skb, unsignhed int 1len);
s HEFESEIRSKERBINfFEN SR X A= (8], AT REMESHR AR Nk
» void *skb put(struct sk buff *skb, unsighed int len);
s HEFES BN EBEMFHEMNBIR X E, AT AENEHRXIIEINETE
» void *skb pull(struct sk buff *skb, unsigned int 1len);
- {£datatgFtismE T —EMNBIRICAILER, T RN 2R3 XA 1E 2 L ER
» void skb reserve(struct sk buﬁc *sldby, int len);
s EFHESERLEMB leniKENZTR, BT AMNCELEBRE=E
» void skb trim(struct sk_buﬁc *skb, unsigned int 1len);
* BMNBIHRXHKEZERElen, HTEFNBRXERRNERE

skb_push: https://elixir.bootlin.com/linux/latest/source/net/core/skbuff.c#L2034

skb_put: https://elixir.bootlin.com/linux/latest/source/net/core/skbuff.c#L2013

skb_reserve: https://elixir.bootlin.com/linux/latest/source/include/linux/skbuff.n#L2633

skb_trim: https://elixir.bootlin.com/linux/latest/source/net/core/skbuff.c#L2093 64
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https://elixir.bootlin.com/linux/latest/source/include/linux/skbuff.h#L2633
https://elixir.bootlin.com/linux/latest/source/net/core/skbuff.c#L2093

sk bufferB gt

» Sk_buff
« FF Linux N FRZEHEREZBNEESZE
o RNEMYE AR & EUR IS IR sk buffZg Sk £ = N 283k

> I
s MR EIZUEREE, BIAKMmEIREE 2 sk _bufffiik g+
s ZEFIEMNITINKER, BEERSHA

> & A
o WZEIRERNVINE N — B 25 R EEE & aYsk_buff
« ZEFEsk buff BRI Y BYTMN SAEPE £ A5 MR & 1%
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