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. def load_users() —> dict[str, dict[str, strll:
Illllliiﬂyaijzﬂj}ﬁﬁ)ﬁo man
if not DATA_FILE.exists():
return {}

content = DATA_FILE.read_text(encoding="utf-8").strip()
if not content:
return {}
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def

def

def

return json.loads(content)

save_users(users: dict[str, dict[str, strll) —-> None:
R PR R R A JSON SR
DATA_FILE.parent.mkdir(parents=True, exist_ok=True)
DATA_FILE.write_text(
json.dumps(users, ensure_ascii=False, indent=2),
encoding="utf-8",

hash_password(password: str, algorithm: str) —> str:

DA HSIE.

XEERMA Python Fr#fE hashlib.
DA Ay A St R R B Bk (B 4 H TR SAE”
AEJRZEFE MD5 5 SHA HIsZEignty.

password_bytes = password.encode("utf-8")

if algorithm == "md5":
return hashlib.md5(password_bytes).hexdigest()

return hashlib.sha256(password_bytes).hexdigest()

render_page(

register_result: dict[str, object] | None = None,
login_result: dict[str, object] | None = None,
form_data: dictl[str, str] | None = None,

) —> str:

" —IEYLN, R ESEE render_template, """

defaults = {
"register_username":
"register_algorithm": '"sha256",

"login_username": .

b
if form_data:
defaults.update(form_data)

return render_template(
"index.html",
algorithms=SUPPORTED_ALGORITHMS,



users=1oad_users(),
register_result=register_result,
login_result=1login_result,
form_data=defaults,

@app.get("/")

def index() —> str:
Illlllﬁﬁ‘ﬁﬁo min
return render_page()

@app.post('"/register")

def register() —> str:
A ER AR,
username = request.form.get("username", ).strip()
password = request.form.get("password", "")

algorithm = request.form.get("algorithm", "sha256").strip().

lower ()

if not username:
return render_page(
register_result={"success": False, "message":
AhERzs. "},
form_data={
"register_username'": username,
"register_algorithm": algorithm,

}

if not password.strip():
return render_page(
register_result={"success": False, "message":

form_data={
"register_username'": username,
"register_algorithm": algorithm,

}

if algorithm not in SUPPORTED_ALGORITHMS:
return render_page(
register_result={"success": False, "message":

IEREIIEE. "
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form_data={
"register_username'": username,
"register_algorithm": '"sha256",
by

users = load_users()
if username in users:
return render_page(
register_result={"success": False, "message": "iZH|
LB, EEFEM. "},
form_data={
"register_username'": username,
"register_algorithm": algorithm,

}

password_hash = hash_password(password, algorithm)
users[username] = {

"algorithm": algorithm,

"password_hash'": password_hash,

b

save_users(users)

return render_page(
register_result={
"success": True,
"message": "M, RECLfGEOSEINE. ",
"username': username,
"algorithm_name": SUPPORTED_ALGORITHMS [algorithm],
"password_hash": password_hash,

H
form_data={
"register_username": username,
"register_algorithm": algorithm,
H

@app.post("/login™)

def login() —> str:
MU AL SR AE R,
username = request.form.get("username", ).strip()
password = request.form.get("password", "")
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if not username:
return render_page(

login_result={"success": False, "message":

form_data={"1login_username": username},

if not password.strip():
return render_page(

login_result={"success": False, "message":

form_data={"1login_username": username},

users = load_users()
if username not in users:
return render_page(

login_result={"success": False, "message":

e, WM. "),

form_data={"1login_username": username},

stored_user = users[username]
algorithm = stored_user["algorithm"]

computed_hash = hash_password(password, algorithm)

stored_hash = stored_user["password_hash"]
is_valid = computed_hash == stored_hash

return render_page(
login_result={
""success": is_valid,

"H P AARE

"GP

"message": "4 EM. HAE. " 1f is_valid else "[1444

w, HPdek. ",
"username'": username,

"algorithm_name": SUPPORTED_ALGORITHMS [algorithm],

""computed_hash": computed_hash,
""'stored_hash": stored_hash,

}

form_data={"1login_username": username},
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